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1
Introduction
This guide describes the properties for the Infogix® applications that are
used in a distributed environment. Refer to this guide if you need to edit
properties during or following the installation of an Infogix application.
This guide does not describe the advanced application server or database
properties. Do not edit an advanced property unless told to do so by
Customer Support. See “Contacting Customer Support” on page 8.

About This Guide
This guide has the following chapters:

 Chapter 2, “Application Server Properties”—describes the application
server properties, both application-server specific and general.

 Chapter 3, “Database Properties”—describes the properties for your
database installation.

 Chapter 4, “Security Directory Properties”—describes the properties for
an LDAP security directory and an embedded security directory.

 Chapter 5, “User Directory Properties”—describes the properties for an
LDAP user information directory.

 Chapter 6, “Infogix Assure Properties”—describes the properties for the
Infogix Assure® application.

 Chapter 8, “Infogix ER Properties”—describes the properties for the
Infogix ER™ application.

 Chapter 7, “Infogix Insight Properties”—describes the properties for the
Infogix Insight® application.

 Chapter 9, “Infogix Perceive Properties”—describes the properties for
the Infogix Perceive™ application.
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Contacting Customer Support
If you need assistance, contact Infogix Customer Support:
U.S. and Canada: Call us at +1.630.505.1890 or send a fax to
+1.630.505.1883. You can also send an email to support@infogix.com.
Outside the U.S. and Canada: Infogix maintains offices around the world.
Check our Web site at www.infogix.com for the closest office or email us at
support@infogix.com.
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Application Server Properties
This chapter describes the application server properties in the
appserver.properties file. The file is located in the following directory:
install_folder\Infogix\config\default.
To configure these properties, use a text editor of your choice to open and
edit the properties file. For properties that require you to specify a file path,
use / (one forward slash) as the file separator.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Some properties are application-server specific and others are shared by all
application servers. Modifications to application server properties require
that you re-deploy.
If you use JBoss®, begin this chapter with “JBoss Properties” on page 9.
If you use WebSphere®, begin this chapter with “WebSphere Properties”
on page 15.
If you use WebLogic®, begin this chapter with “WebLogic Properties” on
page 20.

JBoss Properties
The sections that follow describe the various JBoss properties. When you
have completed editing the JBoss properties, proceed to “Security
Directory Properties” on page 24.
Important: You are not done editing the JBoss application server properties until
you have completed the properties that are shared by other application servers. These properties begin on page 24.

Infogix Properties Guide
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JBoss General Properties
The table that follows describes the general JBoss properties you need to
customize before you deploy an Infogix application.
JBoss Property

Description

JAVA_LOCATION

The system sets this value from the value that you
specified in the setup.bat or setup.sh file. This
property identifies the path to the Java version
used by your installation.

JAVA_VERSION

Specify the version of Java™ on the server where
you are installing the Infogix product server, such
as 1.5 or 1.6 (major.minor version). Do not use
more specific version numbers. For example, 1.5
is valid, but 1.5.0.2 is not.

JAVA_OPTIONS

The system sets the default value for this property
when you deploy.
This property identifies options to pass to the Java
VM. Uncomment the options for your environment.
Modify any of the default settings as needed to
adjust the amount of memory to allocate to the
JVM™. The Xmx option determines the memory
allocation.
Optionally, to enable LDAP SSL support, append
the following parameters to specify the SSL
keystore location and password:
–Djavax.net.ssl.trustStore=${FullPathToKeystore}
–Djavax.net.ssl.trustStorePassword=
${KeystorePassword}

JBOSS_HOME

The system sets the default value for this property
when you deploy.
This property identifies the location of JBoss.
Change to an absolute path if you want to move
the embedded JBoss instance to another folder.

JBOSS_OWN_INSTANCE

The default is true. The deployment scripts will
change JBoss configuration files.

JBOSS_SHARED_ INSTANCE

If the instance is shared with other Infogix
products, the clean will delete only the application.
If you set to false, running the clean script will
delete the entire JBoss instance. The default is
true.
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JBoss Property

Description

JBOSS_APP_TARGET. HOME.1

The system sets the default value for this property
when you deploy based on the value for the
JBOSS_HOME property.
For a clustered deployment, this property specifies
the path to one of the servers in the cluster.
Specify the name of each server in the cluster by
adding more properties in the following format:
JBOSS_APP_TARGET.HOME.n
where n is a number.

JBOSS_APP_TARGET. HOME.2

Clustered deployments only.
The system sets the default value for this property
when you deploy based on the value for the
JBOSS_HOME property.
This property specifies the path to one of the
servers in the cluster. Specify the name of each
server in the cluster by adding more properties in
the following format:
JBOSS_APP_TARGET.server.n
where n is a number.

JBoss Server 1 Ports Properties
Specify the ports to use for the first (or only) server where you will deploy
your Infogix application.
Server 1 Ports Property

Default Port

JBOSS_APP_TARGET.1.JBOSS_HTTP_PORT_ NUMBER

8080

JBOSS_APP_TARGET.1.JBOSS_HTTPS_PORT_ NUMBER

8443

JBOSS_APP_TARGET.1.JBOSS_AJP_PORT_ NUMBER

8009

JBOSS_APP_TARGET.1.JBOSS_NAMESERVER_ PORT

1099

JBOSS_APP_TARGET.1.JBOSS_NAMESERVER_ RMI_PORT

1098

JBOSS_APP_TARGET.1.JBOSS_RMI_ JRMP_PORT

4444

JBOSS_APP_TARGET.1.JBOSS_WEBSERVICE_PORT

8083

JBOSS_APP_TARGET.1.JBOSS_INVOKER_PORT

4445

JBOSS_APP_TARGET.1.JBOSS_UIL2_PORT

8093

JBOSS_APP_TARGET.1.JBOSS_HAJNDI_PORT

1100
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Server 1 Ports Property

Default Port

JBOSS_APP_TARGET.1.JBOSS_HAJNDI_RMI_ PORT

1101

JBOSS_APP_TARGET1. JBOSS_POOLED_ INVOKER_HA_PORT

4446

JBOSS_APP_TARGET1. JBOSS_JRMP_INVOKER_HA_PORT

4447

JBOSS_APP_TARGET1. JBOSS_CORBA_PORT

3528

JBoss Server 1 Properties
Specify the properties below for the first (or only) server where you will
deploy your Infogix application.
JBoss Server 1 Property

Description

JBOSS_APP_TARGET.1.JBOSS_
NODE_ID

Clustered deployments only. Change this
property to a name for one of the nodes in the
cluster. Each instance in the cluster must have a
unique name.

JBOSS_APP_TARGET.1.JBOSS_ APP_
JAVA_ OPTIONS

Clustered deployments only. Specify the
following startup options to pass to the first server:
-Dxx.config=CONFIG_HOME
-Dxx.config.local=CONFIG_LOCAL_HOME
-Dxx.TOTAL_PROCESSORS=32
-Dxx.PARTITION_START=0
-Dxx.PARTITION_END=10
where xx identifies your Infogix application:
 For
 For
 For
 For

Infogix Assure, use IA
Infogix ER, use ER
Infogix Insight, use II
Infogix Perceive, use IV
and where CONFIG_HOME is the path to the
shared directory for the Infogix application
configuration files (same as “CONFIG_HOME”
on page 26). Optionally, use CONFIG_LOCAL_
HOME to override the shared directory path with
a local path for any server in the cluster.
For clustered deployments on UNIX® or Linux®,
specify the following option in addition to those
above:
-Djava.awt.headless=true
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JBoss Server 1 Property

Description

JBOSS_APP_TARGET.1.JBOSS_SSL_
KEYSTORE_ LOCATION

The system sets the default value for this property
when you deploy.
This property identifies the location of the keystore
to obtain the certificate that enables HTTPS
communication. Accept the default location to use
the sample keystore that ships with your Infogix
application. The sample includes a self-signed
certificate.

JBOSS_APP_TARGET.1.JBOSS_SSL_
KEYSTORE_ PASSWORD

Specify the password for the keystore, above.

JBoss Server 2 Ports Properties (Clustered Deployments Only)
For clustered deployments only, specify the ports to use for the second
server where you will deploy your Infogix application.
Server 2 Ports Property

Default Port

JBOSS_APP_TARGET2.JBOSS_HTTP_PORT_ NUMBER

8080

JBOSS_APP_TARGET2.JBOSS_HTTPS_PORT_ NUMBER

8443

JBOSS_APP_TARGET2.JBOSS_AJP_PORT_ NUMBER

8009

JBOSS_APP_TARGET2.JBOSS_NAMESERVER_ PORT

1099

JBOSS_APP_TARGET2.JBOSS_NAMESERVER_ RMI_PORT

1098

JBOSS_APP_TARGET2.JBOSS_RMI_ JRMP_PORT

4444

JBOSS_APP_TARGET2.JBOSS_WEBSERVICE_PORT

8083

JBOSS_APP_TARGET2.JBOSS_INVOKER_PORT

4445

JBOSS_APP_TARGET2.JBOSS_UIL2_PORT

8093

JBOSS_APP_TARGET2.JBOSS_HAJNDI_PORT

1100

JBOSS_APP_TARGET2.JBOSS_HAJNDI_RMI_ PORT

1101

JBOSS_APP_TARGET2. JBOSS_POOLED_ INVOKER_HA_PORT

4446

JBOSS_APP_TARGET2. JBOSS_JRMP_INVOKER_HA_PORT

4447

JBOSS_APP_TARGET2. JBOSS_CORBA_PORT

3528
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JBoss Server 2 Properties
If you plan to deploy your Infogix application to a JBoss cluster or farm,
customize the server 2 properties described in the table that follows.
JBoss Server 2 Property

Description

JBOSS_APP_TARGET2.JBOSS_
NODE_ID

Change this property to the embedded Apache
Tomcat™ name of one of the nodes in the cluster.

JBOSS_APP_TARGET2.JBOSS_ APP_
JAVA_ OPTIONS

Specify the following startup options to pass to the
second server:
-Dxx.config=CONFIG_HOME
-Dxx.config.local=CONFIG_LOCAL_HOME
-Dxx.TOTAL_PROCESSORS=32
-Dxx.PARTITION_START=0
-Dxx.PARTITION_END=10
where xx identifies your Infogix application:
 For
 For
 For
 For

Infogix Assure, use IA
Infogix ER, use ER
Infogix Insight, use II
Infogix Perceive, use IV
and where CONFIG_HOME is the path to the
shared directory for the Infogix application
configuration files (same as “CONFIG_HOME”
on page 26). Optionally, use CONFIG_LOCAL_
HOME to override the shared directory path with
a local path for any server in the cluster.
On UNIX or Linux, specify the following option in
addition to those above:
-Djava.awt.headless=true
JBOSS_APP_TARGET2.JBOSS_SSL_
KEYSTORE_ LOCATION

The system sets the default value for this property
when you deploy.
This property identifies the location of the keystore
to obtain the certificate that enables HTTPS
communication. Infogix applications ship with a
sample keystore that includes a self-signed
certificate.

JBOSS_APP_TARGET2.JBOSS_SSL_
KEYSTORE_ PASSWORD
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When you have completed editing the JBoss properties, proceed to
“Security Directory Properties” on page 24.
Important: You are not done editing the JBoss application server properties until
you have completed the properties that are shared by other application servers. These properties begin on page 24.

WebSphere Properties
The following section describes the various WebSphere properties. When
you have completed editing the WebSphere properties, proceed to
“Security Directory Properties” on page 24.
Important: You are not done editing the WebSphere application server properties until you have completed the properties that are shared by other
application servers. These properties begin on page 24.

WebSphere General Properties
The table that follows describes the WebSphere properties you need to
customize before deploying an Infogix application. If you plan to configure
and deploy the Infogix application using the WebSphere Console, do not
edit properties with a WEBSPHERE prefix. You will configure these
properties in the WebSphere Console.
WebSphere Property

Description

WEBSPHERE_HOME

Specify the WebSphere local installation directory.

JAVA_LOCATION

The system sets this value from the value that you
specified in the setup.bat or setup.sh file. This
property identifies the path to the Java version
used by your installation.

JAVA_VERSION

Specify the version of Java on the server where
you are installing the Infogix application server,
such as 1.5 or 1.6 (major.minor version). Do not
use more specific version numbers. For example,
1.5 is valid, but 1.5.0.2 is not.

WEBSPHERE_HOST

Specify the host where the WebSphere
Deployment Manager or server runs.

WEBSPHERE_PORT

Specify the port where the Deployment Manager
or server accepts SOAP requests.

Infogix Properties Guide
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WebSphere Property

Description

WEBSPHERE_CELL

Specify the WebSphere cell where you want to
deploy your Infogix application.

WEBSPHERE_NODE

Specify the WebSphere node where you want to
deploy your Infogix application.

WEBSPHERE_SERVER

Specify the WebSphere server where you want to
deploy your Infogix application.

WEBSPHERE_PROFILE_NAME

Specify the profile for WEBSPHERE_SERVER.

WEBSPHERE_CLUSTER

Specify the name of the cluster for deploying your
Infogix application. Leave blank for non-clustered
deployments.

WEBSPHERE_JMS_CLUSTER

Clustered deployments only.
The system sets the default value for this property
when you deploy based on the value for the
WEBSPHERE_CLUSTER property.
This default setting specifies that one server in the
cluster processes all messages. The other servers
in the cluster will act as failover servers for
message processing.
Example:
WEBSPHERE_CLUSTER = cluster-name
WEBSPHERE_JMS_CLUSTER = cluster-name
If you prefer to have ALL servers process
messages instead of working in failover mode,
specify a secondary cluster with a different name
than the WebSphere cluster, above.
Example:
WEBSPHERE_CLUSTER = cluster-name
WEBSPHERE_JMS_CLUSTER = jms-clustername

WEBSPHERE_APP_TARGET

16

Set to server for non-clustered deployments. Set
to cluster for clustered deployments.
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WebSphere Property

Description

WEBSPHERE_APP_ TARGET.server.1

The system sets the default value for this property
when you deploy based on the value for
WEBSPHERE_SERVER.
For single server deployment, accept the default
setting.
For network deployment, change this property to
the name of the managed server where you want
to deploy the Infogix application.
For clustered deployment, change this property to
the name of one of the servers in the cluster.
Specify the name of each server in the cluster by
adding more properties in the following format:
WEBSPHERE_APP_TARGET.server.n
where n is a number.

WEBSPHERE_APP_ TARGET.node.1

The system sets the default value for this property
when you deploy based on the value for
WEBSPHERE_NODE.
For single server deployment, accept the default
setting.
For network deployment, change this property to
the name of the managed node where you want to
deploy the Infogix application.
For clustered deployment, change this property to
the name of one of the nodes in the cluster.
Specify the name of each node in the cluster by
adding more properties in the following format:
WEBSPHERE_APP_TARGET.node.n
where n is a number.
For each server, above, create a corresponding
node entry.

WEBSPHERE_APP_ TARGET.server.2

Clustered deployments only. Change this
property to the name of one of the servers in the
cluster. Specify the name of each server in the
cluster by adding more properties in the following
format:
WEBSPHERE_APP_TARGET.server.n
where n is a number.

Infogix Properties Guide
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WebSphere Property

Description

WEBSPHERE_APP_ TARGET.node.2

Clustered deployments only. Change this
property to the name of one of the nodes in the
cluster. Specify the name of each node in the
cluster by adding more properties in the following
format:
WEBSPHERE_APP_TARGET.node.n
where n is a number.
For each server, above, create a corresponding
node entry.

WEBSPHERE_BUS_ NAME

The system sets the default value for this property
when you deploy.
This property identifies the name of the service
integration bus for the message queues for your
Infogix application. The ${solution.name} variable
automatically creates a new, dedicated bus, which
references your Infogix application. For example,
for Infogix Insight, the variable uses the name
InfogixInsightBus. To use an existing bus
instead, specify the bus name of your choice and
change the WEBSPHERE_CREATE_BUS
property below to false.

WEBSPHERE_CREATE_ BUS

Accept the default setting, true, to create a new
bus for Infogix message queues. Change to false
to use an existing bus. Use the WEBSPHERE_
BUS_ NAME property above if you want to use an
existing bus.

WEBSPHERE_JMS_ STORE_DIR

The system sets the default value for this property
when you deploy.
This property identifies the storage location for
persistent data from message queues. This
directory must be shared or accessible by all
nodes in the cluster.

18
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WebSphere Property

Description

WEBSPHERE_SHARED_LIB_DIR

The system sets the default value for this property
when you deploy based on the value for
WEBSPHERE_HOME.
This property identifies the directory to use for
shared libraries. The shared libraries enable all
Infogix products installed under the same instance
of WebSphere to communicate with each other.
The directory must be shared or accessible by all
nodes in the cluster.

WEBSPHERE_ADMIN_USER

Specify the user name that can log into the
Administrative Console.

WEBSPHERE_ADMIN_ PASSWORD

Specify the password for the user, above.

WebSphere Embedded Security Properties
If you plan to configure and deploy an Infogix application using the
WebSphere Console, do not edit properties with a WEBSPHERE prefix.
You will configure these properties in the WebSphere Console.
If you plan to deploy your Infogix application using scripts and your
installation will use the Infogix application embedded directory for
security, edit the admin user name and password below. Otherwise, do not
change the properties below.
Embedded Security Property

Description

WEBSPHERE_ADMIN_ USER_
PREINIT_ SECURITY

Specify the username that can log in to the
Administrative Console before security is
initialized. The default is admin.

WEBSPHERE_ADMIN_ PASSWORD_
PREINIT_ SECURITY

Specify the password for the above user. The
default is admin.

When you have completed editing the WebSphere properties, proceed to
“Security Directory Properties” on page 24.
Important: You are not done editing the WebSphere application server properties until you have completed the properties that are shared by other
application servers. These properties begin on page 24.

Infogix Properties Guide
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WebLogic Properties
The following sections describe the various WebLogic properties. When
you have completed editing the WebSphere properties, proceed to “Cluster
Properties” on page 25 if you have a clustered deployment or to “Server Log
File Property” on page 26 if you have a server deployment.
Important: You are not done editing the WebLogic application server properties
until you have completed the properties that are shared by other application servers. These properties begin on page 25.

WebLogic General Properties
The table that follows describes the WebLogic properties you need to
customize before you deploy an Infogix application.
WebLogic Property

Description

JAVA_LOCATION

The system sets this value from the value that you
specified in the setup.bat or setup.sh file. This
property identifies the path to the Java version
used by your installation.

JAVA_VERSION

Specify the version of Java on the server where
you are installing the Infogix application server,
such as 1.5 or 1.6 (major.minor version). Do not
use more specific version numbers. For example,
1.5 is valid, but 1.5.0.2 is not.

WEBLOGIC_HOME

Specify the WebLogic local installation directory.

WEBLOGIC_SERVER_HOME

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_HOME.
This property identifies the WebLogic server
where you deploy the Infogix application.

WEBLOGIC_DOMAIN_HOME

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_HOME.
This property identifies the path of the domain
where you deploy the Infogix application.

WEBLOGIC_DOMAIN

Specify the name of the WebLogic domain where
you want to deploy the Infogix application.

WEBLOGIC_ADMIN_URL

Specify the URL of the WebLogic Administrative
server.

20
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WebLogic Property

Description

WEBLOGIC_ADMIN_SERVER

Specify the name of the WebLogic Administrative
server.

WEBLOGIC_DEPLOY_UPLOAD

Set to true to deploy your Infogix application on
the Admin server. The default is false, which
deploys the Infogix application on the local server.

WEBLOGIC_OWN_DOMAIN

The default is true for single server deployment
and false for clustered deployment.

WEBLOGIC_DOMAIN_LIB_DIR

The system sets the default value for this property
when you deploy based on the values for
WEBLOGIC_DOMAIN_HOME and WEBLOGIC_
DOMAIN.
This property identifies the deployment domain for
libraries required by your Infogix application. The
libraries must be on the classpath of each server
where the Infogix application is deployed. For a
clustered deployment, specify a directory shared
by all cluster nodes.

WEBLOGIC_JMS_ STORE_DIR

The system sets the default value for this property
when you deploy.
This property identifies the storage location for
persistent data from message queues.

WEBLOGIC_SHARED_LIB_DIR

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_DOMAIN.
This property identifies the directory to use for
shared libraries. The shared libraries enable all
Infogix products installed under the same instance
of WebLogic to communicate with each other. The
directory must be shared or accessible by all
nodes in the cluster.

WEBLOGIC_JAVA_LOCATION

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_HOME.
For single server deployment only, the value must
include the JDK™ path. Use a JDK shipped with
WebLogic.

WEBLOGIC_JAVA_VENDOR

Infogix Properties Guide
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WebLogic Property

Description

WEBLOGIC_ADMIN_SERVER

Specify the name of the WebLogic Administrative
server.

WEBLOGIC_DEPLOY_UPLOAD

Set to true to deploy your Infogix application on
the Admin server. The default is false, which
deploys the Infogix application on the local server.

WEBLOGIC_OWN_DOMAIN

The default is true for single server deployment
and false for clustered deployment.

WEBLOGIC_DOMAIN_LIB_DIR

The system sets the default value for this property
when you deploy based on the values for
WEBLOGIC_DOMAIN_HOME and WEBLOGIC_
DOMAIN.
This property identifies the deployment domain for
libraries required by your Infogix application. The
libraries must be on the classpath of each server
where the Infogix application is deployed. For a
clustered deployment, specify a directory shared
by all cluster nodes.

WEBLOGIC_JMS_ STORE_DIR

The system sets the default value for this property
when you deploy.
This property identifies the storage location for
persistent data from message queues.

WEBLOGIC_SHARED_LIB_DIR

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_DOMAIN.
This property identifies the directory to use for
shared libraries. The shared libraries enable all
Infogix products installed under the same instance
of WebLogic to communicate with each other. The
directory must be shared or accessible by all
nodes in the cluster.

WEBLOGIC_JAVA_LOCATION

The system sets the default value for this property
when you deploy based on the value for
WEBLOGIC_HOME.
For single server deployment only, the value must
include the JDK™ path. Use a JDK shipped with
WebLogic.

WEBLOGIC_JAVA_VENDOR
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WebLogic Property

Description

WEBLOGIC_APP_TARGET_TYPE

Set to server for non-clustered deployments. Set
to cluster for clustered deployments.

WEBLOGIC_TARGET

For single server deployment, specify the name of
the WebLogic application server.
For clustered deployment, specify the name of
the cluster.

WEBLOGIC_ONLYONCE_ TARGET

Specify the target for deploying exactly once
services, such as the JMS Server. For single
server deployment, specify the name of the
server.
For clustered deployment, change this property to
the name of one of the servers in the cluster.

WEBLOGIC_ADMIN_ USER

Specify the user name that can log into the
Administrative Console.

WEBLOGIC_ADMIN_ PASSWORD

Specify the password for the user, above.

WEBLOGIC_MANAGEMENT_URL

Specify the URL to access WebLogic
management information.

WEBLOGIC_MANAGEMENT_ USER

Specify the user ID that can log in to access
management information.

WEBLOGIC_MANAGEMENT_
PASSWORD

Specify the password for the user ID, above.

WebLogic Security Directory Properties
By default, an Infogix application uses your organization’s existing
WebLogic directories to authenticate users. This enables users to log on to
the Infogix application using the same user ID and password specified in
WebLogic.
If you prefer, you can use your organization’s existing LDAP directories or
embedded Infogix application directories to authenticate users. Change the
security directory properties below to indicate the directory, user ID, and
password to use for user authentication.
Security Property

Description

WEBLOGIC_SSL_TRUST_KEYSTORE

Specify the name of the keystore containing the
certificate that enables HTTPS communication.
Infogix applications ship with a sample keystore
that includes a self-signed certificate.
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Security Property

Description

WEBLOGIC_SSL_TRUST_KEYSTORE_
FILE

Specify the location of the keystore above.

SECURITY_REALM

Specify the name of the security realm. The
default is myrealm.

SECURITY_DIRECTORY

Specify the directory to use as the security
directory. The options are WebLogic or LDAP.
The default is WebLogic.

SECURITY_USER_ID

Specify the user name for accessing the security
directory. The default is admin.
For Infogix Insight, this user must be able to log in
to the Infogix Insight application.

SECURITY_USER_ PASSWORD

Specify the password for the user above to access
the security directory. The default is admin.

When you have completed editing the WebSphere properties, proceed to
“Cluster Properties” on page 25 if you have a clustered deployment or to
“Server Log File Property” on page 26 if you have a server deployment.
Important: You are not done editing the WebLogic application server properties
until you have completed the properties that are shared by other application servers. These properties begin on page 25.

Security Directory Properties
For JBoss, the default is that the Infogix application uses its own embedded
directories to authenticate users. If you prefer, you can use your
organization’s existing LDAP directories to authenticate users. Change the
security directory properties below to indicate the directory, user ID, and
password to use for user authentication.
For WebSphere the default is that the Infogix application uses your
organization’s existing WebSphere directories to authenticate users. This
enables users to log on to an Infogix application using the same user ID and
password specified in WebSphere. If you prefer, you can use your
organization’s existing LDAP directories or embedded Infogix application
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directories to authenticate users. Change the security directory properties
below to indicate the directory, user ID, and password to use for user
authentication.
Security Directory Property

Description

SECURITY_DIRECTORY

Specify the directory to use as the security
directory. The options are LDAP,
EmbeddedDirectory, or if applicable,
WebSphere. The default is EmbeddedDirectory
for JBoss or WebSphere for WebSphere.

SECURITY_USER_ID

Specify the user name for accessing the security
directory. For embedded security, enter a user
name of your choice. The default is admin.
For Infogix Insight, this user must be able to log in
to the Infogix Insight application.

SECURITY_USER_ PASSWORD

Specify the password for the user above to access
the security directory. The default is admin.

Cluster Properties
If you plan to deploy an Infogix application to a cluster, customize the
cluster properties described in the table that follows.
Cluster Property

Description

IS_CLUSTERED

Set to true to enable clustering.

CLUSTER_ID

Specify a unique identifier for this cluster. The ID
must not duplicate that of any other cluster.

CLUSTER_MULTICAST_ ADDRESS

Specify the multicast address to use for the
cluster.

CLUSTER_MULTICAST_START_PORT_
PREFIX

Specify the starting multicast port. Specify all digits
of the port except the last digit of the starting port.
For example, for ports starting at 34230, specify
3423. The system will then use ports 34230–
34239.

CLUSTER_MULTICAST_ TTL

Specify the number of hops allowed for multicast
messages before they expire.
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Server Log File Property
Configure the log file property described in the table below.
Log File Property

Description

LOG_FILE_DIR

The system sets the default value for this property
when you deploy.
This property identifies the path for the location of
the server log files. This property pertains only to
WebSphere and WebLogic. JBoss uses its own
log files.

General Application Server Properties
The table that follows describes the general application server properties
you need to customize before deploying an Infogix application.
Application Property

Description

USERINFO_DIRECTORY

The system sets the value for this property based
on the options you select when you run the initconfig command.

CONFIG_HOME

The system sets the default value for this property
when you deploy.
This property identifies the location for Infogix
configuration files. In a clustered environment, all
instances must share this configuration directory.

CONFIG_OVERRIDE

Optionally, specify a directory where you will copy
your site-specific configuration files modified for
your environment. When you run update-config or
deploy, the system will apply your site-specific
property settings to the files in the CONFIG_HOME
directory.

DATA_HOME

The system sets the default value for this property
when you deploy.
This property identifies a directory for your Infogix
application to use to store data, such as reports, on
the file system. In a clustered environment, all
instances must share this directory.
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Application Property

Description

DATA_TEMP

The system sets the default value for this property
when you deploy.
This property identifies a location for temporary
files generated by the Infogix product server. These
files hold locally extracted data, which can take up
significant space, depending on the data, rules,
and concurrently executing controls on this server
platform. The temporary information is not
encrypted, and is deleted when control point
execution completes.

HTTP Properties
Infogix applications include some utilities that use HTTP or HTTPS. The
table that follows describes how to customize HTTP properties for your
installation.
HTTP Property

Description

HOST_NAME

The system sets the default value for this property
when you deploy.
The property identifies the host name of the
machine where the application server hosting your
Infogix application runs or the host name of the
machine where the Web server that handles
HTTP requests for the application server resides.

HTTP_PORT_NUMBER

Specify the port where the application server or
Web server listens for an HTTP request. The
default is 8080.

HTTPS_PORT_NUMBER

Specify the port where the application server (or
the Web server) listens for an HTTPS request.
The default is 8443.
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Server Utility Properties
The table that follows describes how to customize properties that specify
how your Infogix application command line utilities and scripts
communicate with the server. These properties are used to run utilities and
scripts. You can either specify a valid user name and password here, or pass
them on the command line when invoking utilities and scripts.
Server Utility Property

Description

HTTP_SCHEME

Specify the protocol that the client will use to
connect to the server. Use http (default) for HTTP
connections or https for HTTPS connections.

HTTP_USER_NAME

The system sets the default value for this property
when you deploy. The system uses the value for
the SECURITY_USER_ID property in the
appserver.properties file.
This property identifies a a valid user name and
password for invoking the utilities and running
scripts. If your Infogix application will use your
enterprise directory server (LDAP) for user
authentication, this must be a valid username
specified in your LDAP.
For Infogix Insight, this user must be able to log in
to the Infogix Insight application.

HTTP_USER_PASSWORD

The system sets the default value for this property
when you deploy. The system uses the value for
the SECURITY_USER_PASSWORD property in
the appserver.properties file.
This property identifies the password for the user,
above.
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Server Utility Property

Description

CLIENT_JAVA_OPTIONS

For JBoss, UNIX, or Linux with Sun JVM or
standard IBM JVM, or for WebSphere, UNIX or
Linux with IBM WebSphere JVM, the system sets
the default value for this property when you
deploy.
This property identifies the options to pass to the
Java VM. Uncomment the options for your
environment. Then, change the SSL keystore
location and memory settings, as needed.
Specify an absolute path to the keystore file
(javax.net.ssl.trustStore) to use for HTTPS
communication with the Infogix application
instance. For javax.net.ssl.trustStorePassword,
specify the password to authenticate HTTPS
access.
If your Web server does not use a self-signed
certificate, remove the javax.net.ssl.trustStore and
javax.net.ssl.trustStorePassword settings.
The -Xmx128m option specifies the maximum
amount of memory the Java VM can use during
client execution. If the client issues a
java.lang.OutofMemoryError exception, increase
the amount of memory specified.

Email Properties
Optionally, Infogix applications can send email to users to notify them of
control results. In addition, if the email properties below are configured,
users can send error details or questions to Infogix customer support
directly from the user interface. The table that follows describes the
properties you need to customize if you want an Infogix application to send
email notifications.
Email Property

Description

EMAIL_HOST

Specify the host name of the machine where the
email server runs.

EMAIL_PORT

Specify the port on the host above where the email
server listens for SMTP requests. The default is
25.
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Email Property

Description

EMAIL_USER

Specify the user name that can log in to the email
server, if needed. This property is required if the
email server requires a user to log in, in order to
send outbound email.

EMAIL_PASSWORD

Specify the password for the user, above.

EMAIL_FROM_ADDRESS

Specify the from address to use in emails.

SEND_EMAIL_ON_ALERT

This property controls the default user preference
for email notifications of control results. Set to true
to make the default preference to receive email
notifications, or false to make no email
notifications the default.

LICENSE_EXPIRING_EMAIL_LIST

Optionally, specify the email addresses of users to
notify when the Infogix application license is about
to expire. Enter a comma-separated list similar to
the following example:
sysadmin@mycompany.com, asmith@abc.org

Client Log File Properties
Configure the log file property described in the table below.
Log File Property

Description

CLIENT_LOG_FILE_DIR

The system sets the default value for this property
when you deploy.
This property identifies the path for the location of
the client log files.
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Remember User ID Property
This property controls the ability of the system to populate the User ID field
from a previous login. By default, on the Infogix product login page, the
“Remember My User ID” check box displays. If the user selects the check
box, the system remembers the User ID. After the initial login, the user is
required to only enter a password to log in.
Remember User ID Property

Description

ALLOW_REMEMBER_USER_ID

This property controls the ability of the system to
populate the User ID field from a previous login.
The default is true, which displays the “Remember
My User ID” check box on the login page. After an
initial login, the user only needs to enter a
password to log in.
Set to false to require the user to always enter a
User ID and Password to log in. The “Remember
My User ID” check box does not display on the
login page.
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Database Properties
This chapter describes the database properties in the database.properties
file. The file is located in the following directory:
install_folder\Infogix\config\default\product_name.
To configure these properties, use a text editor of your choice to open and
edit the properties file.
For properties that require you to specify a file path, use / (one forward
slash) as the file separator, unless the comment for the property states that
a platform-specific file separator is required.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Some properties apply only to express installation. If you plan to do a
custom installation, you can safely ignore the express-only properties.
Modifications to database properties require that you re-deploy.

General Database Properties
Edit the following properties to configure the database for your application.
Database Property

Description

DATABASE_SERVER

Enter the host name of the computer where the
database to use for the Infogix application resides.

DATABASE_PORT

Enter the port number used to connect to the
above database.

DATABASE_NAME

Enter the name of the database to use for the
Infogix application. For an Oracle® database, this
is the SID of the Oracle database instance.

DATABASE_LOCAL_ALIAS

For Oracle, this is the name of the entry in
tnsnames.ora in the format database name_server
name.
For SQL Server®, this is the same as the
DATABASE_NAME, above.

DATABASE_SCHEMA
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This is the default schema for the Database User,
below. The value must match that for
DATABASE_USER.
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Database Property

Description

DATABASE_USER

Enter the user ID of the Infogix application
database user. This is the user that has permission
to create and delete tables and views within the
Infogix application tablespaces.

DATABASE_PASSWORD

Enter the password for the DATABASE_USER,
above. Do not use two special characters together
in the password, such as $$; these are processed
as an escape sequence and will prevent
configuration validation and password encryption.

DATABASE_URL

If you specified values for the database server,
port, and name, the system sets the default value
for this property when you deploy.
For Oracle, the format is
jdbc:oracle:thin:@
DATABASE_SERVER:DATABASE_PORT:
DATABASE_NAME
For Oracle RAC, the URL format is
jdbc:oracle:thin:@tns_entry
where tns_entry is the entry in tnsnames.ora for
accessing the RAC system.
For SQL Server, the format is
jdbc:sqlserver://
DATABASE_SERVER:DATABASE_PORT;
databaseName=DATABASE_NAME;
lockTimeout=30000;
responseBuffering=adaptive
Use the SQL Server 2005 driver for both SQL
Server 2005 and 2008.

DATABASE_POPULATE_MODE
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Database Property

Description

TABLESPACE_DATAFILE_DIR

This applies to express installation only, and only if
DATABASE_POPULATE_MODE is set to
advanced. Specify the location where you want
new tablespaces to be created for the Infogix
application database tables. This location is the
path on the computer where the database is
installed.
For Oracle, specify the path by using / (one
forward slash) as the directory separator and one
forward slash at the end of the path.
For SQL Server, specify the path by using \\ (two
backslashes) as the directory separator and by
putting two backslashes at the end of the path.

TABLESPACE_PREFIX

For all new installations (both custom and
express), accept the default setting. When
upgrading from a prior release, set to the database
tablespace prefix of your prior release.
If you have more than one instance of an Infogix
application in the same database, the tablespace
prefix for each instance must be unique.

DYNAMIC_TABLES_USE_DEFAULT_
TABLESPACE

Specify false to place dynamic tables in the
dynamic tablespace, product_DYNOBJECTS,
where product is IA for Infogix Assure, ER for
Infogix ER, II for Infogix Insight, or IV for Infogix
Perceive.
Specify true to place dynamic tables in the Infogix
application user’s default tablespace.
If you migrate from a previous release, keep the
original setting for this property. The migration
cannot move the tables from one tablespace to
another.

DATABASE_ADMIN_USER

This applies to express installation only. Enter an
administrative user ID that has permission to
create tablespaces in the database.
Note: This is generally not the same as the user ID
specified for the DATABASE_USER (see page 34).

DATABASE_ADMIN_PASSWORD
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This applies to express installation only. Enter the
password for the administrative user, above.
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Bulk Loading Properties (Optional)
The rest of the properties in the database properties file enable you to
configure an Infogix application to work with one of the following bulk
loading utilities:

 For Oracle—SQL*Loader
 For SQL Server—BCP (Bulk Copy Program)
This optional capability provides an efficient way to load large quantities of
data into the database. Infogix Insight does not use bulk loading.
Consider using bulk loading if large quantities of data must be captured and
persisted in the Infogix application database. To use bulk loading, the
appropriate database client (for Oracle or SQL Server) must be installed on
the Infogix product application server machine.
Bulk Loading Property

Description

USE_BULK_LOADING

The default is false. Set to true to enable bulk
loading.

DATABASE_BULKLOAD_ CMDLINE

Specify the location of the bulk load utility, such as
bcp for SQL Server and sqlldr for Oracle.
Specify the path by using / (one forward slash) as
the directory separator and one forward slash at
the end of the path.
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Security Directory Properties
This chapter describes the properties in the security.directory.properties
file, which are used to configure the LDAP security directory. The file is
located in the following directory: install_folder\Infogix\config\default.
This chapter also describes the properties in the
embedded.directory.properties file, which are used to configure an
embedded security directory. The file is located in the following directory:
install_folder\Infogix\config\default.
To configure these properties, use a text editor of your choice to open and
edit the properties file.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Modifications to security directory and embedded directory properties
require that you re-deploy.

General LDAP Security Properties
Use the following properties to configure the LDAP security directory.
General Security Property

Description

SECURITY_LDAP_INITCTX

Specify the default LDAP context factory. The
default is com.sun.jndi.ldap.LdapCtxFactory.

SECURITY_LDAP_HOST

Specify the host name of the LDAP directory
server.

SECURITY_LDAP_PORT

Specify the port number of the LDAP directory
server. The default is 389. SSL connections to the
LDAP server are typically on port 636, which
supports SSL.

SECURITY_LDAP_USE_SSL

Enter true to enable SSL support. The default is
false. For JBoss only, you must also append
several parameters to the Java options specified
in the application server properties file. See
Chapter 2 of this guide for instructions on how to
modify the JAVA_OPTIONS property for JBoss.
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General Security Property

Description

SECURITY_LDAP_BASE_DN

Enter the fully qualified distinguished name of the
root of the tree that includes the users and groups
who will access the Infogix application.

SECURITY_LDAP_USER_BASE_DN

Enter the fully qualified distinguished name of the
root of the tree that includes the users who will
access the Infogix application.

SECURITY_LDAP_USER_ATTR

Specify the attribute that identifies user objects.

SECURITY_LDAP_OBJECTCLASS

Specify the LDAP object class to use when
querying the directory.

SECURITY_LDAP_USER_OBJECT_
CLASS

Specify the object class of user objects.

SECURITY_LDAP_ GROUP_BASE_DN

Enter the fully qualified distinguished name of the
root of the group tree that will access the Infogix
application.

SECURITY_LDAP_ GROUP_ATTR

Specify the attribute that identifies group objects.

SECURITY_LDAP_GROUP_OBJECT_
CLASS

Specify the object class of group objects.

SECURITY_LDAP_GROUP_USER_
ATTR

Specify the attribute that identifies a member
record within a group.

SECURITY_LDAP_GROUP_MEMBER_
MAP_ATTR

Specify the group object class or the attribute of a
user that identifies the groups to which the user
belongs.

SECURITY_LDAP_GROUP_MATCH_
ON_USER_DN

Enter true to use the full distinguished name of a
user to search for groups to which the user
belongs.

SECURITY_LDAP_GROUP_ATTR_IS_
DN

Enter true if the group attribute of the user record
is the same as the full distinguished name of the
group.

SECURITY_LDAP_IS_ IGNORE_CASE

Enter false if the directory server is case sensitive.

SECURITY_LDAP_USER_
DISPLAYNAME_ATTR

Specify the attribute that identifies the user display
name.

SECURITY _LDAP_PRINCIPAL_
GROUP_ATTR

Specify the attribute that the directory server uses
to identify groups.

SECURITY_LDAP_USER_ID

Enter the distinguished name (DN) of the user for
binding to the directory server.
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General Security Property

Description

SECURITY_LDAP_ USER_PASSWORD

Enter the password of the user for binding to the
directory server.

SECURITY_LDAP_ RESULTS_
PAGE_SIZE

Specify the maximum number of query results to
return when making multiple requests. The default
is 500.

SECURITY_LDAP_REFERRALS

Specify follow, ignore, or throw. This property
controls the handling of LDAP referrals
encountered during an LDAP query. The default
value, follow, causes an Infogix application to
resolve the LDAP referral by contacting another
LDAP server; ignore prevents the LDAP client
from following the referral; throw generates an
exception if an LDAP referral is encountered.

Nested Groups Properties (JBoss Only)
Nested groups are groups that contain other groups. If your environment
uses groups within groups for Infogix product roles, you will need to enable
nested groups support using the nested groups properties.
The following properties apply only to JBoss deployments. Skip this section
for WebSphere and WebLogic deployments.
Nested Groups Properties

Description

SECURITY_LDAP_ NESTED_GROUPS

If required by your environment, specify true for
LDAP nested group support.
The default is false for better performance.

SECURITY_LDAP_NESTED_GROUP_
OID
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Specify the OID (object ID number) used to
perform nested group queries.
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Embedded Directory Properties
Use the following properties to configure a shared embedded directory for
multiple Infogix products. The default values for these properties are for
SQL Server. The values are based on the database values for the first
product installed
Embedded Property

Description

EMBEDDED_DIR_CREATE_SCHEMA

Set to true for the first product installed.
Set to false for subsequent product installations
so that embedded directory tables are not created.

EMBEDDED_DIR_ USER

Specify the ID of the user to log in to the database
that holds the embedded directory tables. Match
the setting for DATABASE_USER in the
database.properties file.

EMBEDDED_DIR_ PASSWORD

Specify the password for the user, above. Match
the setting for DATABASE_PASSWORD in the
database.properties file.

EMBEDDED_DIR_ ADMIN_USER

Specify the ID of a user with database
administrative privileges. Match the setting for
DATABASE_ADMIN_USER in the
database.properties file.

EMBEDDED_DIR_ ADMIN_PASSWORD

Specify the password for the database
administrator user, above. Match the setting for
DATABASE_ADMIN_PASSWORD in the
database.properties file.

EMBEDDED_DIR_TYPE

Specify the database type for the database that
holds the embedded directory tables. Match the
setting for DATABASE_TYPE in the
database.advanced.properties file.

EMBEDDED_DIR_ VERSION

Specify the version for the database that holds the
embedded directory tables. Match the setting for
DATABASE_VERSION in the
database.advanced.properties file.

EMBEDDED_DIR_DRIVER

Specify the driver for the database that holds the
embedded directory tables. Match the setting for
DATABASE_DRIVER in the
database.advanced.properties file.
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Embedded Property

Description

EMBEDDED_DIR_ DRIVER_LOCATION

The system sets this value based on the setting
for the JAVA_VERSION property. This property
identifies the location of the driver for the database
that holds the embedded directory tables. The
value matches the value for
DATABASE_DRIVER_LOCATION in the
database.advanced.properties file.

EMBEDDED_DIR_PORT

Specify the port for the database that holds the
embedded directory tables. Match the setting for
DATABASE_PORT in the database.properties file.

EMBEDDED_DIR_URL

Specify the URL of the embedded directory
database driver, above. Match the setting for
DATABASE_URL in the database.properties file.
For Oracle, the format is
jdbc:oracle:thin:@
DATABASE_SERVER:DATABASE_PORT:
DATABASE_NAME
For Oracle RAC, the URL format is
jdbc:oracle:thin:@tns_entry
where tns_entry is the entry in tnsnames.ora for
accessing the RAC system.
For SQL Server, the format is
jdbc:sqlserver://DATABASE_SERVER:
DATABASE_PORT:
databaseName=DATABASE_NAME

EMBEDDED_DIR_NAME

Enter the name of the embedded directory
database to use for your Infogix application. Match
the setting for DATABASE_NAME in the
database.properties file. For Oracle, this is the
unique system ID (SID) of the Oracle database
instance.

EMBEDDED_DIR_ SCHEMA

Specify the default schema for the database user,
above. Match the setting for
DATABASE_SCHEMA in the database.properties
file.

EMBEDDED_DIR_ DIALECT

Specify the hibernate class name for the database
dialect. Match the setting for
DATABASE_DIALECT in the
database.advanced.properties file.
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Embedded Property

Description

EMBEDDED_DIR_TABLESPACE_
PREFIX

Specify the prefix for the tablespace name. Match
the setting for TABLESPACE_PREFIX in the
database.properties file.

EMBEDDED_DIR_TABLESPACE_
DATAFILE_DIR

Specify the location for the database data files in
advanced mode. Match the setting for
TABLESPACE_DATAFILE_DIR in the
database.properties file.

EMBEDDED_DIR_POPULATE_MODE

Specify whether to use basic or advanced mode to
populate the database.
Match the setting for
DATABASE_POPULATE_MODE in the
database.properties file.

EMBEDDED_DIR_BATCH_SIZE

Specify the size for database batch requests.
Match the setting for DATABASE_BATCH_SIZE in
the database.advanced.properties file.

EMBEDDED_DIR_SHOW_SQL

Specify whether to display SQL queries in the
standard output stream. Match the setting for
DATABASE_SHOW_SQL in the
database.advanced.properties file.
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User Directory Properties
This chapter describes the properties in the userinfo.directory.properties
file, which are used to configure the LDAP user information directory. The
file is located in the following directory:
install_folder\Infogix\config\default.
To configure these properties, use a text editor of your choice to open and
edit the properties file.
If you modify the user information directory properties, run the updateconfig script to update the property settings.
To configure embedded security for user information, see “Embedded
Directory Properties” on page 40.

General LDAP User Information Properties
Use the following properties to configure the LDAP user information
directory.
User Information Properties

Description

USER_LDAP_INITCTX

Specify the default LDAP context factory. The
default is com.sun.jndi.ldap.LdapCtxFactory.

USER_LDAP_HOST

Enter the host name of the LDAP directory server.

USER_LDAP_PORT

Enter the port number of the directory server
where LDAP protocol runs. To enable SSL
support, specify the port number of the SSLconfigured port on the directory server. The
default is 389.

USER_LDAP_USE_SSL

Enter true to enable SSL support. The default is
false. For JBoss only, you must also append
several parameters to the Java options specified
in the application server properties file. See
Chapter 2 of this guide for instructions on how to
modify the JAVA_OPTIONS property for JBoss.

USER_LDAP_BASE_DN

Specify the fully qualified distinguished name of
the root of the tree that includes the users and
groups who will access the Infogix application.
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User Information Properties

Description

USER_LDAP_USER_ BASE_DN

Specify the fully qualified distinguished name of
the root of the user tree that includes the users
who will access the Infogix application.

USER_LDAP_USER_ATTR

Enter the attribute on the user object that uniquely
identifies the user.

USER_LDAP_OBJECTCLASS

Specify the LDAP object class.

USER_LDAP_USER_ OBJECT_CLASS

Enter the object class of user objects.

USER_LDAP_GROUP_ BASE_DN

Specify the fully qualified distinguished name of
the root of the group tree that will access the
Infogix application.

USER_LDAP_GROUP_ ATTR

Enter the unique identifier your LDAP uses for
group records. In most cases this is cn (canonical
name).

USER_LDAP_GROUP_OBJECT_CLASS

Specify the LDAP object class to use when
querying the directory.

USER_LDAP_GROUP_ USER_ATTR

Specify the attribute that identifies a member
record within a group.

USER_LDAP_GROUP_MEMBER_MAP_
ATTR

Specify the group object class or the attribute of a
user that identifies the groups to which the user
belongs.

USER_LDAP_GROUP_MATCH_ON_
USER_DN

Enter true to use the full distinguished name of a
user to search for groups to which the user
belongs.

USER_LDAP_GROUP_ ATTR_IS_DN

Enter true if the group attribute of the user record
is the same as the full distinguished name of the
group.

USER_LDAP_IS_IGNORE_CASE

Enter false if the LDAP server is case-sensitive.

USER_LDAP_EMAIL_ ATTR

Specify the attribute within the user object for the
email of a user.

USER_LDAP_PAGER_ ATTR

Specify the attribute within the user object for the
pager address of a user.

USER_LDAP_USER_DISPLAYNAME_
ATTR

Specify the attribute within the user object for the
display name of a user.

USER_LDAP_USER_ID

Enter the distinguished name (DN) for the user for
binding to the directory server.
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User Information Properties

Description

USER_LDAP_USER_ PASSWORD

Enter the password of the user for binding to the
directory server.

USER_LDAP_ RESULTS_ PAGE_SIZE

Specify the maximum number of query results to
return when making multiple requests. The default
is 500.

USER_LDAP_REFERRALS

Specify follow, ignore, or throw. This property
controls the handling of LDAP referrals
encountered during an LDAP query. The default
value, follow, causes an Infogix application to
resolve the LDAP referral by contacting another
LDAP server; ignore prevents the LDAP client
from following the referral; throw generates an
exception if an LDAP referral is encountered.

Nested Groups Properties (JBoss Only)
Nested groups are groups that contain other groups. If your environment
uses groups within groups for Infogix product roles, you will need to enable
nested groups support using the nested groups properties.
The following properties apply only to JBoss deployments. Skip this section
for WebSphere and WebLogic deployments.
Nested Groups Properties

Description

USER_LDAP_ NESTED_GROUPS

If required by your environment, specify true for
LDAP nested group support.
The default is false for better performance.

USER_LDAP_NESTED_GROUP_OID
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Specify the OID (object ID number) used to
perform nested group queries.
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6
Infogix Assure Properties
This chapter describes the Infogix Assure product-specific properties in the
IA.properties file. The file is located in the following directory:
install_folder\Infogix\config\default\IA.
To configure these properties, use a text editor of your choice to open and
edit the properties file. For properties that require you to specify a file path,
use / (one forward slash) as the file separator.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Modifications to product-specific properties that pertain to group rolemapping require that you re-deploy. If you modify product-specific
properties that do not pertain to role mapping, run the update-config script
to update the property settings.

Role Mapping Properties
The table that follows describes the capabilities of each Infogix Assure role.
Do not modify these properties.
Role Mapping Properties

Description

ROLE_SUPERUSER

This role can perform any function within the user
interface, including managing security and users.

ROLE_EXMGMT_RULE_ADMIN

This role can manage result actions and result
templates.

ROLE_INTEGRITY_RULE_ADMIN

This role can manage calendars, controls, layouts,
translations, and result templates, test controls,
and import and export rules.

ROLE_KNOWLEDGE_WORKER

This role can view the inbox and results and
manage control data.

ROLE_DIRECTORY_ADMIN

This role can only manage users and groups.

ROLE_SECURITY_ADMIN

This role can manage security profiles and assign
them to control entities, calendars, layouts, result
actions, result templates, and translations.
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Role Mapping Properties

Description

ROLE_REMOTE_ EXECUTOR

This role can initiate control point execution from
an external job scheduler, console command, or
API. User IDs with this role can execute control
processing in a production setting.

ROLE_RULE_VIEWER

This role can view rules, definition reports, and
references/referenced by reports.

ROLE_INTERNAL_AUDITOR

This role can generate, save, and print Audit
History Extract reports and files.

ROLE_SECURITY_MANAGER

This role can assign security profiles to control
entities, calendars, layouts, result actions, result
templates, and translations.

ROLE_ADMINISTRATOR

This role can manage the job scheduler,
calendars, and control data.

Group Role Mapping Properties
If you use the Infogix Assure application to authenticate users against your
LDAP enterprise directory, you must map Infogix Assure roles to your
existing LDAP groups. The table that follows describes the capabilities of
each Infogix Assure role. Map only one group to each role, using the same
name and capitalization found in your directory. You cannot map
individual users to roles in the properties file.

Modifications to any of these properties require re-deployment.
Group Role Mapping Properties

Description

ROLE_SUPERUSER_GROUP_
MAPPING

This role can perform any function within the user
interface, including managing security and users.

ROLE_EXMGMT_RULE_ADMIN_
GROUP_MAPPING

This role can manage result actions and result
templates.

ROLE_INTEGRITY_RULE_ADMIN_
GROUP_MAPPING

This role can manage calendars, controls, layouts,
translations, and result templates, test controls,
and import and export rules.

ROLE_KNOWLEDGE_WORKER_
GROUP_MAPPING

This role can view inbox and results and manage
control data.

ROLE_DIRECTORY_ADMIN_
GROUP_MAPPING

This role can only manage users and groups.
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Group Role Mapping Properties

Description

ROLE_SECURITY_ADMIN_
GROUP_MAPPING

This role can manage security profiles and assign
them to control entities, calendars, layouts, result
actions, result templates, and translations.

ROLE_REMOTE_
EXECUTOR_GROUP_MAPPING

This role can initiate control point execution from
an external job scheduler, console command, or
API. User IDs with this role can execute control
processing in a production setting.

ROLE_RULE_VIEWER_GROUP_
MAPPING

This role can view rules, definition reports, and
references/referenced by reports.

ROLE_INTERNAL_AUDITOR_GROUP_
MAPPING

This role can generate, save, and print Audit
History Extract reports and files.

ROLE_SECURITY_MANAGER_
GROUP_MAPPING

This role can assign security profiles to control
entities, calendars, layouts, result actions, result
templates, and translations.

ROLE_ADMINISTRATOR_GROUP_
MAPPING

This role can manage the job scheduler,
calendars, and control data.

ACR/Connector Properties
Optionally, Infogix Assure can communicate with ACR/Connector®.
The table that follows describes the properties you will need to
customize if you want Infogix Assure to do this.
ACR/Connector Properties

Description

XPG_GATEWAY_ENABLED

Set to true to enable ACR/Connector support.

IIA_HOST

Specify the hostname of the machine where the
ACR/Connector node (not the Controller) is
located that will communicate with Infogix Assure.
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ACR/Connector Properties

Description

IIA_PORT

Specify the port of the node above where ACR/
Connector listens for requests. The default is
10100.

XPG_LIST_PLATFORMS_DYNAMIC

Set to true to have Infogix Assure dynamically
query the list of platforms that are available in
ACR/Connector.
If you prefer, set
XPG_LIST_PLATFORMS_DYNAMIC to false.
Then, in the XP Gateway Properties file, specify a
list of platform IDs and names, with each entry in
the following format:
platform.platform#=platform name
Examples:
platform.1=My Node Name
platform.2=XYZ

Infogix Insight Properties
The table that follows describes the properties you need to customize if
you want Infogix Assure to communicate with Infogix Insight.
Infogix Insight Property

Description

INSIGHT_GATEWAY_ ENABLED

Set to true to enable integration with Infogix
Insight.

INSIGHT_DATASOURCE_JNDI_NAME

Enter the name of the data source that Infogix
Insight uses. For JBoss, the value requires a Java
prefix; for WebSphere, remove the Java prefix
from the JNDI name.
If you plan to execute Infogix Assure control points
in standalone mode, delete the default JNDI
name, which is InfogixInsightDS. See "Standalone
Control Point Execution Properties" below for
more details.

PLATFORM_ID
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Infogix Insight Property

Description

INSIGHT_TIMEZONE

Specify the time zone for the Infogix Insight
installation location. This must be a valid time
zone supported by the Java SDK. The default
setting is US/Central.

INSIGHT_RECOVERY_ DIR

The system sets this value when you deploy. This
property identifies the absolute path for the Infogix
Insight recovery files.

Standalone Control Point Execution Properties
It is necessary to edit an additional properties file if you plan to use Infogix
Insight with Infogix Assure, and you want to execute Infogix Assure control
points in standalone mode. Your organization may choose to invoke control
point processing on the Infogix Assure server in standalone mode if you
need to run many control points concurrently and J2EE™/JVM memory
constraints are an issue. Standalone mode supports JDBC™
communication with Infogix Insight, but not JNDI.
To edit the additional properties, open
install_folder\Infogix\components\InsightGateway\conf\
insightconfig.properties. Customize the properties in the table below.
Standalone Property

Description

DBDRIVER

Specify the name of the Infogix Insight database
driver, such as oracle.jdbc.driver.OracleDriver or
com.microsoft.sqlserver.jdbc.SQLServerDriver

DBURL

Specify the URL of the database driver, above.
For Oracle, the format is
jdbc:oracle:thin:@
DATABASE_SERVER:DATABASE_PORT:
DATABASE_NAME
For Oracle RAC the URL format is
jdbc:oracle:thin:@tns_entry
where tns_entry is the entry in tnsnames.ora for
accessing the RAC system.
For SQL Server, the format is
jdbc:sqlserver://
DATABASE_SERVER:DATABASE_PORT;
databaseName=DATABASE_NAME;
lockTimeout=30000;
responseBuffering=adaptive
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Standalone Property

Description

DBUSER

Enter the user ID of the Infogix Insight database
user. This is the user that has permission to create
and delete tables and views within the Infogix
Insight tablespaces.

DBPASSWORD

Enter the password for the DBUSER, above.

API Processing Properties
Optionally, external applications can pass API requests for control
processing to Infogix Assure. A Web service API and message-oriented API
are both supported. The table that follows describes the properties you will
need to customize if you want Infogix Assure to process API requests.
API Processing Property

Description

START_API_ PROCESSORS

Set to true to activate Web Service API support.

START_JMS_API_ PROCESSORS

Set to true to enable JMS processing.

SERIALIZE_API_ REQUESTS

If necessary, use this property to force Infogix
Assure to process requests in the exact order they
are received. To optimize performance, set this
property to false. Set the property to true if API
requests for records with the same ID control
fields may arrive more frequently than every 10
seconds.

API_INPUT_QUEUE_CF

Specify the name of the queue connection factory
for the Infogix Assure request queue. The default
is queue/IA_CASAPIInputQueueCF.

API_INPUT_QUEUE

Specify the name of the Infogix Assure request
queue. The default is
queue/IA_CASAPIInputQueue.

API_OUTPUT_QUEUE_CF

Specify the name of the queue connection factory
for the Infogix Assure reply queue. The default is
queue/IA_CASAPIOutputQueueCF.

API_OUTPUT_QUEUE

Specify the name of the Infogix Assure reply
queue. The default is
queue/IA_CASAPIOutputQueue.
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Default Security Profile Property
The DEFAULT_SECURITYPROFILE_ID property specifies the ID of the
Infogix Assure default security profile. Security profiles control which
groups and users can access and modify reusable rules, as well as
definitions, results, and reports for individual control entities.
The system assigns a default security profile to the following categories of
control entities and reusable rules:

 Newly created control entities or rules, unless the creator explicitly
assigns another security profile

 Imported control entities or rules that lack a security profile
 Imported control entities or rules that refer to a profile ID that does not
exist in the target instance of Infogix Assure

 Reusable rules migrated from a release prior to Release 6.2
Immediately after deploying a new instance of Infogix Assure, you must
replace the default security profile or modify the existing one. For security
purposes, the default profile created at installation time does not grant
permissions to anyone.
Two sample security profiles ship with Infogix Assure. If you want to use
one of the sample profiles as the default profile, you do not need to modify
the DEFAULT_SECURITYPROFILE_ID property.
If you prefer to import your own default security profile, change the default
security profile property as described below. You must also import the
profile immediately after deploying Infogix Assure.
Default Security Property

Description

DEFAULT_SECURITYPROFILE_ID

Specify the ID of the security profile to use as the
default profile. The default is 1, which is the ID of
both of the sample profiles shipped with Infogix
Assure. If you prefer, you can change this to the
ID of a profile you plan to import. Import the profile
immediately after installation.
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Infogix ER Gateway Properties
To configure Infogix Assure to communicate with Infogix ER,
customize the following properties.
Infogix ER Gateway
Property

Description

ENABLE_ERGATEWAY

Set to true to enable integration with Infogix ER.

ERGATEWAY_INVOKER

The only available option is httpinvoker.

ERGATEWAY_HTTP_
HOST_NAME

The system sets the default value for this
property when you deploy. The system uses the
value for the HOST_NAME property in the
appserver.properties file.
This property identifes the hostname of the
server that hosts the Infogix ER application.

ERGATEWAY_HTTP_
PORT

The system sets the default value for this
property when you deploy. The system uses the
value for the HTTP_PORT_NUMBER property
in the appserver.properties file.
This property identifes the port on the host
above where the Infogix ER Gateway listens for
an HTTP request.

ERGATEWAY_HTTP_
SCHEME

Specify the protocol to connect to the Infogix ER
Gateway. Use http (default) for an HTTP
connection or https for an HTTPS connection.

ERGATEWAY_HTTP_
USER_NAME

The system sets the default value for this
property when you deploy. The system uses the
value for the SECURITY_USER_ID property in
the appserver.properties file.
This property identifes an Infogix Assure user
with authority to log in to the Infogix ER
Gateway.

54

Infogix, Inc.

Infogix Assure Properties  6
Infogix Perceive Export Property

Infogix ER Gateway
Property
ERGATEWAY_HTTP_
USER_PASSWORD

Description
The system sets the default value for this
property when you deploy. The system uses the
value for the SECURITY_USER_PASSWORD
property in the appserver.properties file.
This property identifes the password for the
Infogix Assure user, above.

ERGATEWAY_
LOCALINVOKER_RUNAS_
USERNAME

The system sets the default value for this
property when you deploy. The system uses the
value for the SECURITY_USER_ID property in
the appserver.properties file.
This property identifies a user name for Infogix
Assure, used if Infogix Assure locally invokes
Infogix ER.

Infogix Perceive Export Property
To configure Infogix Assure to export data to Infogix Perceive (formerly
known as Infogix Assure Data Exchange), customize the following
property.
Infogix Perceive Property

Description

DX_EXPORT_DATA_DIR

The system uses this property internally. This
property is not required for integration with Infogix
Perceive.
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Audit History Retention Property
By default, the system retains a record of each auditable system event
for one year after the event occurs. These events include rule updates or
imports, changes to control data, control point execution, changes to
scheduled jobs, and enabling or disabling the Infogix Assure scheduler.
To change the default retention period of one year, customize the
following property.
Audit History Property

Description

AUDIT_HISTORY_RETPD

By default, the system retains audit history for a
period of one year, specified as P1Y. To specify a
different retention period, specify P for period,
followed by years, months, and days in the format
PnYnMnD. For example, P1Y3M14D retains audit
history for one year, three months, and 14 days.

Execute Script Actions Properties
Configure the properties below to define a script repository on the same
server where you install the Infogix Assure application. Controls developers
must place any scripts for execution by control points in this repository.
Execute Script Property

Description

EXECUTE_SCRIPTS_HOME

Specify the full path of a directory where controls
developers can upload scripts for use with Infogix
Assure. The Infogix Assure application server
must be able to access this directory. When
Infogix Assure deploys, the system will add a
Home directory to the path you specify here.
Developers can upload scripts to the Home
directory or create subdirectories within it to
organize scripts.

EXECUTE_SCRIPTS_ALLOWED

Accept the default value of true to permit control
points to execute any script in the
EXECUTE_SCRIPTS_HOME directory, above.
Set to false to prevent control points from
executing any script.
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Test Data Repository Properties
Optionally, you can create a test data repository on the same server where
you install the Infogix Assure application. Controls developers can upload
test data files to the repository from their local hard drives or network. To
create the repository, customize the properties below.
Test Data Repository Property

Description

TEST_DATA_REPOSITORY_HOME

Optionally, specify the full path of a directory
where controls developers can upload test data
for use with Infogix Assure. The Infogix Assure
application server must be able to access this
directory. When Infogix Assure deploys, the
system will add a Home directory to the path you
specify here. Developers can upload test data to
the Home directory or create subdirectories within
it to organize test files.

ENABLE_CLIENT_FILE_UPLOAD

For test environments, set to true to enable
developers to directly upload test data to the
repository from the Infogix Assure user interface.
For production environments, accept the default
value of false to prevent the application from
accessing the repository.
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Control Point Result Limits Properties
Optionally, configure the properties below to limit the number of results
and Control Reports output by individual control point runs. This is
desirable in production to prevent control runs that detect a high volume of
errors from monopolizing system resources.
Result Limits Property

Description

VALIDATION_RESULTS_LIMIT

Specify the maximum number of results for data
capture and Scan control points to output. When
the limit is met, control point processing stops and
the system issues a fatal error. To permit unlimited
results, accept the default value of -1.

VALIDATION_CTLRPTS_LIMIT

Specify the maximum number of Control Reports
for data capture control points to output. When the
limit is met, control point processing stops and the
system issues a fatal error. To permit unlimited
Control Reports, accept the default value of -1.

RECON_RESULTS_LIMIT

Specify the maximum number of results for
Reconciliation control points to output. When the
limit is met, control point processing stops. To
permit unlimited results, accept the default value
of -1.

RECON_FATAL_ERROR_ON_RESULTS
_LIMIT

Accept the default value of false to stop control
point execution without issuing an error when the
reconciliation result limit is met. Set to true to stop
control point execution and issue a fatal error
when the result limit is met.
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Reconciliation Control Point Search Limit
Properties
Optionally, configure the properties below to prevent imprecise search
criteria from adversely affecting system performance for Reconciliation
control point search and select tasks. If search criteria are too general, a
search and select task may take too long to complete and produce too many
matches. To avoid this problem, specify a search limit. The limit specifies
the maximum number of left input source transactions to attempt to match
to right input transactions. The Recon Task Search Limit Exceeded Fatal
property determines the action to perform when the search limit is
exceeded.
Reconciliation Search Limit Property

Description

RECON_TASK_SEARCH_LIMIT

The search limit applies to Reconciliation control
point search and select tasks. The limit specifies
the maximum number of left input source
transactions to attempt to match to right input
transactions. Set the search limit to about 1000 to
prevent imprecise search criteria from adversely
affecting system performance. The default limit of
-1 permits unlimited searches.

RECON_TASK_SEARCH_LIMIT_
EXCEEDED_FATAL

Indicate the action to perform when the search
limit, above, is exceeded. Accept the default
setting of true to halt execution of the control point
and report an error in the result catalog. Set to
false to halt execution of the select/search task
and report an error in the result catalog.
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Audit Commentary Properties
If you are installing Infogix Assure in a staging or production
environment, consider enabling the audit commentary feature. When
this feature is enabled, the system prompts the user to enter a
descriptive comment and change control ID for any auditable event.
You can require the user to fill in the comment and/or the ID, or not.
Optionally, you can specify a pattern for the change control ID using a
JavaScript™-style regular expression. You can also supply a hint to the
user regarding the appropriate format for the ID, or a hyperlink to a
reference page on your file system with guidelines for the ID to enter.
The hint and link are both optional. If you specify them, they will
display when the system prompts the user for an audit comment.
Auditors can view audit comments as part of the audit history provided
in the user interface, on the Audit History Report, or in the audit history
extract file.
Examples of auditable events include adding, changing, or deleting control
data, control entities, or control points; duplicating a control entity or
control point; testing a control point; and importing control entities and
result actions.
To change the default audit commentary configuration, customize the
following properties.
Audit Commentary Property

Description

AUDIT_COMMENTARY_ENABLED

Set to true to prompt the user to enter a
descriptive comment and change control identifier
before completing an auditable event.

AUDIT_COMMENTARY_COMMENT_
REQUIRED

Set to true to require the user to enter a
descriptive comment. When this property is false,
the user can dismiss the prompt without entering
a comment.

AUDIT_COMMENTARY_CCID_
REQUIRED

Set to true to require the user to enter a change
control identifier, such as a change control system
tracking number. When this property is false, the
user can dismiss the prompt without entering a
change control ID.
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Audit Commentary Property

Description

AUDIT_COMMENTARY_CCID_
PATTERN

Optionally, specify a JavaScript-style regular
expression if you want to mandate the format of
the CCID. For example, the regular expression for
a pattern beginning with IA-, ia-, IR- or ir- followed
by digits is ^[Ii][AaRr]-\d+$. The ^ and $ symbols
indicate that the ID must fully match the enclosed
pattern, with no leading or trailing characters. IA123 will match but IA-IA-123 will not.
See http://www.regular-expressions.info/
javascriptexample.html to test your regular
expression with JavaScript or JScript®.
When you enter your expression in the application
server properties file, use four slashes to
represent a single slash. For example, to enter the
expression above in the application server
properties file, specify ^[Ii][AaRr]-\\\\d+$.

AUDIT_COMMENTARY_CCID_HINT

Optionally, enter a text hint here to display to
users that indicates the appropriate pattern for the
CCID, such as “ID format is IA-9999, where 9999
is the change control number.” Leave this property
blank if you do not want to provide a hint.

AUDIT_COMMENTARY_CCID_
HYPERLINK

Optionally, specify the URL of a document on your
file system containing reference information for
entering a CCID.

File Storage Configuration Properties
Because of their potential size, the system stores Control Reports and
Match Set Audit Reports on the file system. For better manageability and
access control, you can choose to store the reports in the Infogix Assure
database. Storage on the database will increase the database load and will
increase the time it takes to produce and access the reports.
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Optionally, the system can encrypt reports stored on the file system. You
can also choose to compress the reports, regardless of whether they are
stored in the database or on the file system. Both encryption and
compression will increase the time it takes to produce and access the
reports.
File Storage Property

Description

FILESTORE_BACKEND

Set to Database to store Control Reports and
Match Set Audit Reports in the database rather
than on the file system.
By default, the system stores these reports on the
file system.

ENABLE_FILESTORE_ENCRYPTION

Set to true to encrypt Control Reports and Match
Set Audit Reports stored on the file system.

ENABLE_FILESTORE_COMPRESSION

Set to true to compress Control Reports and
Match Set Audit Reports stored in the database or
on the file system.

Plug-Ins Directory Property
Optionally, you can create a directory for plug-ins on the same server where
you install the Infogix Assure application. Controls developers can upload
plug-ins from their local hard drives or network. To create the directory,
customize the property below.
Plug-ins Directory Property

Description

PLUGINS_DIR

Optionally, specify the full path of a directory
where controls developers can upload plug-ins for
use with Infogix Assure. The Infogix Assure
application server must be able to access this
directory.

Web Services Security Property
You can specify the authentication type for Web Services security.
Web Services Security Property

Description

WS_AUTH_TYPE

Specify the authentication type for Web services.
Valid values are none or basic.
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Upgrade Property
For new installations, skip the upgrade property below. Edit this property
only if you are upgrading from a prior release of Infogix Assure.
Upgrade Property

Description

UPGRADE_FROM_VERSION

The system sets the value for this property when
you run the migrate-config script.

Application Deployment Property
You can use this property to distinguish multiple instances of Infogix
Assure, such as test, staging, and production.
Deployment Property

Description

APP_DEPLOY_NAME

Specify a name that will enable users to identify
this installation. The name appears in the title bar
and Help About Us window in the user interface,
and in the footer of reports.
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This chapter describes the Infogix Insight product-specific properties in the
II.properties file. The file is located in the following directory:
install_folder\Infogix\config\default\II.
To configure these properties, use a text editor of your choice to open and
edit the properties file. For properties that require you to specify a file path,
use / (one forward slash) as the file separator.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Modifications to product-specific properties that pertain to group rolemapping require that you re-deploy. Other properties that require redeployment are noted in the description. For all other properties, run the
update-config script and then restart the server to update the settings after
a modification.

Report Properties
The following properties pertain to Infogix Insight reports.
Report Property

Description

REPORTS_AUTOLOADING

Specify whether to turn on or off the ability to
automatically load ACR reports into the Infogix
Insight database. If you interface with Infogix
ACR™ or use case management, set to on. If you
interface only with Infogix Assure and you do not
use case management, you can set this property
to off.
Modifications to this property require redeployment.

REPORTS_FREEFORM_ADD_
NEWLINE_AT_START

Specify true to insert a blank line at the start of the
exported Infogix ACR Free-form Report. Specify
false if you do not want to insert a blank line.

PAGE_BREAKS_AS_BLANK_ROWS_IN
_EXPORT

Specify true to treat page breaks as blank rows in
exported spreadsheets. Otherwise, specify false.
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Report Property

Description

AUTOLOAD_MERGE_COLUMNS

If the option to autoload ACR User Reports is
enabled in Infogix ACR, Infogix Insight can merge
adjacent columns for which positions are defined
to abut. Specify one of the following values:
 no—no columns are merged
 text—only text columns are merged
 all (default)—text and numeric columns are

merged
AUTORPTLOAD_BATCHSIZE

Specify the number of ACR reports to process in a
single run. The default is 15. It is not
recommended to exceed 100.
Modifications to this property require redeployment.

REPORTS_FOLDER

The system sets the default value for this property
when you deploy.
This property identifies the path and folder to
which the system will write the reports, if the
option to autoload reports is enabled.
The value cannot have spaces in the path name.
Modifications to this property require redeployment.
Note: If you are performing an upgrade from a
previous release, make sure that this property
points to the existing REPORTS_FOLDER
location or copy the existing data to the new
location.

Auto Rolloff Property
The following property pertains to auto rolloff.
Auto Rollof Property

Description

AUTO_ROLLOFF_DAILY_START_TIME

Specify the auto rolloff daily start time, based on a
24-hour clock in HH:MM format. The default is
01:00.
Modifications to this property require redeployment.
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History Loading Properties
The following properties pertain to history loading.
History Loading Property

Description

HISTORY_AUTOLOADING

Specify whether to turn on or off the ability to
automatically load ACR history into the Infogix
Insight database. If you interface with Infogix
ACR, set to on. If you interface only with Infogix
Assure, you can set this property to off.

HISTORY_DATE_FORMAT

Specify the data format used in the ACR internal/
extended items. The default is yy/MM/dd format.

Role Mapping Properties
The table that follows describes the capabilities of each Infogix Insight role.
Do not modify these properties.
Role Mapping Property

Description

ROLE_SUPERUSER

This role can perform any function within the user
interface, including managing security and users.
This role is responsible for certain administrative
tasks, such as import, export, and data rolloff. This
role sets the system preferences.

ROLE_II_VIEWBUILDER

This role can view certain reports and builds
views.

ROLE_II_CONTROL_ADMIN

This role can view control results and certain
reports, create controls and control groups, and
maintain compliance programs.

ROLE_II_ADMIN

This role can manage contacts and information
sources. This role monitors the auto-load status of
ACR reports, sets system preferences, and can
perform import, export, and data rolloff.

ROLE_II_CONTROL_VIEWER

This role can view reports, control results, and
notes.

ROLE_DIRECTORY_ADMIN

This role can only manage users and groups.
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Role Mapping Property

Description

ROLE_II_DASHBOARD_VIEWER

This role can view dashboard presentations and
certain reports.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_AUDITOR

This role can view audit trail reports.

ROLE_II_AUDIT_TRAIL_PURGE

This role can delete audit trail records through the
Audit Trail Purge utility or the purge facility in the
user interface.

ROLE_SECURITY_ADMIN

This role can manage and assign security profiles.

ROLE_REMOTE_ EXECUTOR

This role can execute command line utilities.

ROLE_II_SHARED_DASHBOARD_
CREATOR

This role can create, manage, and view personal
dashboards and share them with other Infogix
Insight users.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_PERSONAL_DASHBOARD_
CREATOR

This role can create, manage, and view their own
dashboards.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_CASE_ADMIN

This role is responsible for setting up case
management, including establishing routing rules
and queues.
This role is applicable only if you have the
separately-licensed Case Management module.

ROLE_II_CASE_MANAGER

This role can take and work on cases, as well as
approve, reject, or close cases.
This role is applicable only if you have the
separately-licensed Case Management module.

ROLE_II_CASE_WORKER

This role can take and work on cases, as well as
escalate a case, or submit it for approval.
This role is applicable only if you have the
separately-licensed Case Management module.
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Group Role Mapping Properties
If you use the Infogix Insight application to authenticate users against your
LDAP enterprise directory, you must map Infogix Insight roles to your
existing LDAP groups. The table that follows describes the capabilities of
each Infogix Insight role. Map only one group to each role, using the same
name and capitalization found in your directory. You cannot map
individual users to roles in the properties file.

Modifications to any of these properties require re-deployment.
Group Role Mapping Property

Description

ROLE_SUPERUSER_GROUP_
MAPPING

This role can perform any function within the user
interface, including managing security and users.
This role is responsible for certain administrative
tasks, such as import, export, and data rolloff. This
role sets the system preferences.

ROLE_II_VIEWBUILDER_GROUP_
MAPPING

This role can view certain reports and builds
views.

ROLE_II_CONTROL_ADMIN_GROUP_
MAPPING

This role can view control results and certain
reports, create controls and control groups, and
maintain compliance programs.

ROLE_II_ADMIN_GROUP_MAPPING

This role can manage contacts and information
sources. This role monitors the auto-load status of
ACR reports, sets system preferences, and can
perform import, export, and data rolloff.

ROLE_II_CONTROL_VIEWER_GROUP_
MAPPING

This role can view reports, control results, and
notes.

ROLE_DIRECTORY_ADMIN_GROUP_
MAPPING

This role can only manage users and groups.

ROLE_II_DASHBOARD_VIEWER_
GROUP_MAPPING

This role can view dashboard presentations and
certain reports.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_AUDITOR_GROUP_MAPPING

This role can view audit trail reports.

ROLE_II_AUDIT_TRAIL_PURGE_
GROUP_MAPPING

This role can delete audit trail records through the
Audit Trail Purge utility or the purge facility in the
user interface.

ROLE_SECURITY_ADMIN_GROUP_
MAPPING

This role can manage and assign security profiles.

Infogix Properties Guide

69

7  Infogix Insight Properties
Group Role Mapping Properties

Group Role Mapping Property

Description

ROLE_REMOTE_
EXECUTOR_GROUP_MAPPING

This role can execute command line utilities.

ROLE_II_SHARED_DASHBOARD_
CREATOR_GROUP_MAPPING

This role can create, manage, and view personal
dashboards and share them with other Infogix
Insight users.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_PERSONAL_DASHBOARD_
CREATOR_GROUP_MAPPING

This role can create, manage, and view their own
dashboards.
This role is applicable only if you have the
separately-licensed Dashboard module.

ROLE_II_CASE_ADMIN_GROUP_
MAPPING

This role is responsible for setting up case
management, including establishing routing rules
and queues.
This role is applicable only if you have the
separately-licensed Case Management module.

ROLE_II_CASE_MANAGER_GROUP_
MAPPING

This role can take and work on cases, as well as
approve, reject, or close cases.
This role is applicable only if you have the
separately-licensed Case Management module.

ROLE_II_CASE_WORKER_GROUP_
MAPPING

This role can take and work on cases, as well as
escalate a case, or submit it for approval.
This role is applicable only if you have the
separately-licensed Case Management module.
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Audit Commentary Properties
If you are installing Infogix Insight in a staging or production
environment, consider enabling the audit commentary feature. When
this feature is enabled, the system prompts the user to enter a
descriptive comment and change control ID for import events. You can
require the user to fill in the comment and/or the ID, or not.
Optionally, you can specify a pattern for the change control ID using a
JavaScript-style regular expression. You can also supply a hint to the
user regarding the appropriate format for the ID, or a hyperlink to a
reference page on your file system with guidelines for the ID to enter.
The hint and link are both optional. If you specify them, they will be
displayed when the system prompts the user for an audit comment.
Auditors can view audit comments as part of the audit history provided
in the user interface.
To change the default audit commentary configuration, customize the
following properties.
Audit Commentary Property

Description

AUDIT_COMMENTARY_ENABLED

Set to true to prompt the user to enter a
descriptive comment and change control identifier
before completing an import event.

AUDIT_COMMENTARY_COMMENT_
REQUIRED

Set to true to require the user to enter a
descriptive comment. When this property is false,
the user can dismiss the prompt without entering
a comment.

AUDIT_COMMENTARY_CCID_
REQUIRED

Set to true to require the user to enter a change
control identifier, such as a change control system
tracking number. When this property is false, the
user can dismiss the prompt without entering a
change control ID.
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Audit Commentary Property

Description

AUDIT_COMMENTARY_CCID_
PATTERN

Optionally, specify a JavaScript-style regular
expression if you want to mandate the format of
the CCID. For example, the regular expression for
a pattern beginning with IA-, ia-, IR- or ir- followed
by digits is ^[Ii][AaRr]-\d+$. The ^ and $ symbols
indicate that the ID must fully match the enclosed
pattern, with no leading or trailing characters. IA123 will match but IA-IA-123 will not.
See http://www.regular-expressions.info/
javascriptexample.html to test your regular
expression with JavaScript or JScript.
When you enter your expression in the application
server properties file, use four slashes to
represent a single slash. For example, to enter the
expression above in the application server
properties file, specify ^[Ii][AaRr]-\\\\d+$.

AUDIT_COMMENTARY_CCID_HINT

Optionally, enter a text hint here to display to
users indicating the appropriate pattern for the
CCID, such as “ID format is IA-9999, where 9999
is the change control number.” Leave this property
blank if you do not want to provide a hint.

AUDIT_COMMENTARY_CCID_
HYPERLINK

Optionally, specify the URL of a document on your
file system containing reference information for
entering a CCID.
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Auto Page Refresh Property
Use this property to configure auto page refresh for a control view, a
notes view, and the dashboard.
Page Refresh Property

Description

AUTO_PAGE_ REFRESH

Accept the default of 300 seconds, which
indicates how often the system refreshes control
view and dashboard pages. If you do not want to
automatically refresh these pages, specify a value
of 0.
The system will automatically refresh the control
view and dashboards under the conditions listed
below.
For Control Views:
Period is Today, Current Week, Current Month,
Current Year
OR
Period is Custom Date Range, and the from/to
range encompasses the current system date/time.
For Incidence and Overview Dashboards:
The date from/to range encompasses the current
system date/time.
For Item Value analytics, Trend Series, or
Return Code component:
Trending by cycle
OR
Trending by run date and period is Today, Current
Week, Current month, Current Year
OR
Trending by run date and Period is Custom Date
Range, and the from/to range encompasses the
current system date/time.
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API Property
Use this property to configure the API type to use to load Infogix Assure
control field values.
API Property

Description

USE_STREAMING_API

Specify whether to use the streaming API to load
Infogix Assure control field values.
For WebSphere or WebLogic, set the value to
false.

Infogix Insight Role Properties
The properties below allow you to filter the list of roles to include only
Infogix Insight users.
Do not modify these properties.
Insight Role Property

Description

INSIGHT_SUPERUSER_ROLE_NAME

The default value is
@ROLE_SUPERUSER_GROUP_MAPPING@.

INSIGHT_CASE_MANAGER_ROLE_
NAME

The default value is
@ROLE_II_CASE_MANAGER_GROUP_
MAPPING@.

INSIGHT_CASE_WORKER_ROLE_
NAME

The default value is
@ROLE_II_CASE_WORKER_GROUP_
MAPPING@.

INSIGHT_VIEWBUILDER_ROLE_NAME

The default value is
@ROLE_II_VIEWBUILDER_GROUP_
MAPPING@.

INSIGHT_CONTROL_ADMINISTRATOR
_ROLE_NAME

The default value is
@ROLE_II_CONTROL_ADMIN_GROUP_
MAPPING@.

INSIGHT_CONTROL_VIEWER_ROLE_
NAME

The default value is
@ROLE_II_CONTROL_VIEWER_GROUP_
MAPPING@.

INSIGHT_DASHBOARD_VIEWER_
ROLE_NAME

The default value is
@ROLE_II_DASHBOARD_VIEWER_GROUP_
MAPPING@.
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Insight Role Property

Description

INSIGHT_PERSONAL_DASHBOARD_
CREATOR_ROLE_NAME

The default value is
@ROLE_II_PERSONAL_DASHBOARD_
CREATOR_GROUP_MAPPING@.

INSIGHT_SHARED_DASHBOARD_
CREATOR_ROLE_NAME

The default value is
@ROLE_II_SHARED_DASHBOARD_
CREATOR_GROUP_MAPPING@.

Upgrade Property
For new installations, skip the upgrade property below. Edit this property
only if you are upgrading from a prior release of Infogix Insight.
Upgrade Property

Description

UPGRADE_FROM_VERSION

The system sets the value for this property when
you run the migrate-config script.
If you are upgrading from a release prior to version
6.0, contact Infogix Customer Support.

Application Deployment Property
You can use this property to distinguish multiple instances of Infogix
Insight, such as test, staging, and production.
Deployment Property

Description

APP_DEPLOY_NAME

Specify a name that will enable users to identify
this installation. The name appears in the title bar
and Help About Us window in the user interface,
and in the footer of reports.
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Controls Monitoring Property
This property specifies how often Infogix Insight pulls control field values
from Infogix Assure. This property applies only to control points that are
invoked through Web services.
Controls Monitoring Property

Description

CONTROL_FIELD_PULL_INTERNAL_
FOR_REAL_TIME_CONTROLS

Specify the frequency, in minutes, for Infogix
Insight to retrieve control field values from Infogix
Assure. This setting pertains only to control points
that are invoked through Web services.
The default value, 0, disables control field value
retrieval.
Accept the default value for the following
scenarios:
 You do not use Infogix Assure.
 You use Infogix Assure but you do not invoke

control points through Web services.

Dashboard Record Retrieval Property
The following property specifies the number of records to retrieve from the
database for specific pages displayed in Infogix Insight. If the number of
records exceeds the specified value, the system sends a notification and
instructs the user to modify the filter criteria to narrow the results.
Record Retrieval Property

Description

MAX_NUMBER_OF_DASHBOARD_
RECORDS_FETCHED

Specify the maximum number of records to
retrieve for data displayed on the following pages:
Return Code Chart
Trend Series Chart
Item Value Analytics
Incidence Rate Chart
Overview Chart
The default value is 250000. If you have
performance-related issues when displaying the
pages listed above, decrease the value. Do not
increase the value unless instructed to do so by
Infogix Customer Support.
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This chapter describes the Infogix ER product-specific properties in the
ER.properties file. The file is located in the following directory:
install_folder\Infogix\config\default\ER.
To configure these properties, use a text editor of your choice to open and
edit the properties file. For properties that require you to specify a file path,
use / (one forward slash) as the file separator.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Modifications to product-specific properties that pertain to group rolemapping require that you re-deploy. If you modify product-specific
properties that do not pertain to role mapping, run the update-config script
to update the property settings.

Role Mapping Properties
The table that follows describes the capabilities of each Infogix ER role.
Do not modify these properties.
Role Mapping Properties

Description

ROLE_SUPERUSER

This role can perform any function within the user
interface.

ROLE_ADMINISTRATOR

This role can manage calendars and schedules.

ROLE_DIRECTORY_ADMIN

This role can only manage users and groups.

ROLE_SECURITY_ADMIN

This role can manage security profiles and profile
groups.

ROLE_SECURITY_MANAGER

This role is deprecated.

ROLE_REMOTE_ EXECUTOR

This role is used internally to run scripts.

ROLE_WORKFLOW_ADMIN

This role can create new work owners and can
add or change security profiles for work owners.

ROLE_RECON_WORKER

This role can perform daily reconciliation tasks.
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Role Mapping Properties

Description

ROLE_RECON_ADMINISTRATOR

This role can manage all aspects of reconciliations
and their definitions, cash differences and their
definitions, adjustments and their definitions,
letters and their definitions, and certifications and
their definitions, as well as user profiles and user
profile data models. This role can create and
modify reference calendars and schedules.

Group Role Mapping Properties
If you use the Infogix ER application to authenticate users against your
LDAP enterprise directory, you must map Infogix ER roles to your existing
LDAP groups. The table that follows describes the capabilities of each
Infogix ER role. Map only one group to each role, using the same name and
capitalization found in your directory. You cannot map individual users to
roles in the properties file.

Modifications to any of these properties require re-deployment.
Group Role Mapping Properties

Description

ROLE_SUPERUSER_GROUP_
MAPPING

This role can perform any function within the rich
client user interface and the Web administration
user interface.

ROLE_ADMINISTRATOR_GROUP_
MAPPING

This role can manage calendars and schedules.

ROLE_DIRECTORY_ADMIN_
GROUP_MAPPING

This role can only manage users and groups.

ROLE_SECURITY_ADMIN_
GROUP_MAPPING

This role can manage security profiles and profile
groups.

ROLE_SECURITY_MANAGER_
GROUP_MAPPING

This role is deprecated.

ROLE_REMOTE_EXECUTOR_GROUP_
MAPPING

This role is used internally to run scripts.

ROLE_WORKFLOW_ADMIN_GROUP_
MAPPING

This role can create new work owners and can
add or change security profiles for work owners.

ROLE_RECON_WORKER_GROUP_
MAPPING

This role can perform daily reconciliation tasks.
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Group Role Mapping Properties

Description

ROLE_RECON_ADMINISTRATOR_
GROUP_MAPPING

This role can manage all aspects of reconciliations
and their definitions, cash differences and their
definitions, adjustments and their definitions,
letters and their definitions, and certifications and
their definitions, as well as user profiles and user
profile data models. This role can create and
modify reference calendars and schedules.

Java Swing Properties
Infogix ER uses Java Swing components for its Rich Client interface.
The table that follows describes the properties that pertain to Java
Swing.
Java Swing Properties

Description

USE_SWING_UI_PLATFORM

This property instructs the application server to
use the Java Swing UI platform.

SWING_UI_MAIN_JAR

Specify the JAR file that contains Java Main class.

SWING_UI_EXCLUDE_JARS_PATTERN

Specify the JAR files to exclude from deployment.

SWING_CLIENT_INITIAL_HEAP

Specify the Swing Client initial heap size. The
default is 64m (64 megabytes).

SWING_CLIENT_MAX_HEAP

Specify the Swing Client maximum heap size. The
default is 384m (384 megabytes).

SWING_UI_KEYSTORE_ALIAS

Specify the keystore alias used to sign Java Swing
UI JAR files.

SWING_UI_KEYSTORE_PATH

The system sets the default value for this property
when you deploy. This property identifies the
keystore file path.

SWING_UI_KEYSTORE_STOREPASS

Specify the key store password.

SWING_UI_KEYSTORE_KEYPASS

Specify the key password.
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Java Swing Properties

Description

SWING_UI_PLUGINS_DIR

The system sets the default value for this property
when you deploy. This property identifies the
location of the plug-in directory for the client JAR
files. The Infogix ER Rich Client must be able to
access this directory. By default, this parameter is
commented out.
Enable this property only if instructed to do so by
Infogix Customer Support.

SWING_UI_LOG_DEFAULT_PRIORITY

Specify the default log level. Valid values are
DEBUG, INFO, WARN, ERROR, and FATAL.

SWING_CLIENT_TIMEZONE

Specify the time zone. The value must match the
time zone of your application server.

SWING_SEARCH_RESULT_MAX

Define the maximum number of results to display
in the UI at one time. The default is 1000.

SWING_SEARCH_UPPER_LIMIT

Define the maximum number of total results to
return from a query. The default is 10,000.

WEBUI_SEARCH_MAX

Specify the maximum number of search results for
the Web Client. The default is 500.

WEBUI_EXTENDED_SEARCH_MAX

Specify the maximum number of extended search
results for the Web Client. The default is 2000.

SWING_CLIENT_TIMEOUT_ALERT

Specify the amount of time, in minutes, of
inactivity before the system displays a timeout
alert. The default is 20.

SWING_CLIENT_TIMEOUT

Specify the amount of time, in minutes, of
inactivity following a timeout alert before the
system logs the client off the system. The default
is 10.

SWING_VALIDATE_PRINCIPALID

Specify whether or not to validate the ID on
screens where manual entry is allowed. Valid
values are true (validate) or false (do not
validate). The default is true.
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Server Plug-ins Directory Property
Optionally, you can create a directory for plug-ins on the same server where
you install Infogix ER.
Plug-ins Directory Property

Description

PLUGINS_DIR

The system sets the default value for this property
when you deploy. This property identifies the full
path of the plug-in directory for the server JAR
files. The Infogix ER application server must be
able to access this directory. By default, this
parameter is commented out.
Enable this property only if instructed to do so by
Infogix Customer Support.

Infogix Assure Gateway Properties
To configure Infogix ER to communicate with Infogix Assure,
customize the following properties.
Infogix Assure Gateway Property

Description

ASSURE_GATEWAY_ENABLED

Set to true to only if you require access to
Infogix Assure control points for execution
during SOD or EOD.

ASSURE_GATEWAY_SERVICE_
SELECTOR

The only available option is httpinvoker.

ASSURE_GATEWAY_HTTP_HOST_
NAME

The system sets the default value for this
property when you deploy and uses the value
for the HOST_NAME property in the
appserver.properties file.
This property identifies the IP address of the
server on which Infogix Assure runs. The
system uses this setting if
ASSURE_GATEWAY_ENABLED is set to true.
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Infogix Assure Gateway Property

Description

ASSURE_GATEWAY_HTTP_PORT

The system sets the default value for this
property when you deploy and uses the value
for the HTTP_PORT_NUMBER property in the
appserver.properties file.
This property identifies the port on which Infogix
Assure runs. The system uses this setting if
ASSURE_GATEWAY_ENABLED is set to true.

ASSURE_GATEWAY_INVOKER_URI

Specify a value if
ASSURE_GATEWAY_ENABLED is set to true.
The only available option is
/infogixassurekernel/invoke.

ASSURE_GATEWAY_HTTP_USER_
NAME

The system sets the default value for this
property when you deploy and uses the value
for the SECURITY_USER_ID property in the
appserver.properties file.
This property identifies the user name to log on
to the Infogix Assure server. This user must
have read and execute permissions for control
entities and control points.
The system uses this setting if
ASSURE_GATEWAY_ENABLED is set to true.

ASSURE_GATEWAY_HTTP_USER_
PASSWORD

The system sets the default value for this
property when you deploy and uses the value
for the SECURITY_USER_PASSWORD
property in the appserver.properties file.
This property identifies the password for the
user above. The system uses this setting if
ASSURE_GATEWAY_ENABLED is set to true.

ASSURE_GATEWAY_SCHEME

If ASSURE_GATEWAY_ENABLED is set to
true, specify one of the following values:
 http—for standard HTTP connections
 https—for secure HTTP connections

The default is http.
ASSURE_GATEWAY_PROXY_HOST_
NAME

If Infogix ER will access Infogix Assure through
a proxy, specify the proxy host. Otherwise, do
not specify a value.

ASSURE_GATEWAY_PROXY_PORT

If Infogix ER will access Infogix Assure through
a proxy, specify the proxy port. Otherwise, do
not specify a value.
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Infogix Assure Gateway Property

Description

ASSURE_GATEWAY_PROXY_USER_
NAME

If Infogix ER will access Infogix Assure through
a proxy, specify the proxy user name.
Otherwise, do not specify a value.

ASSURE_GATEWAY_PROXY_USER_
PASSWORD

If Infogix ER will access Infogix Assure through
a proxy, specify the proxy password. Otherwise,
do not specify a value.

Upgrade Property
For new installations, skip the upgrade property below. Edit this property
only if you are upgrading from a prior release of Infogix ER.
Upgrade Property

Description

UPGRADE_FROM_VERSION

The system sets the value for this property when
you run the migrate-config script.

Application Deployment Property
You can use this property to distinguish multiple instances of Infogix ER,
such as test, staging, and production.
Deployment Property

Description

APP_DEPLOY_NAME

Specify a name that will enable users to identify
this installation. The name appears in the title bar
and Help About Us window in the user interface.
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Infogix Perceive Properties
This chapter describes the Infogix Perceive product-specific properties in
the IV.properties file. The file is located in the following directory:
install_folder\Infogix\config\default\IV.
To configure these properties, use a text editor of your choice to open and
edit the properties file. For properties that require you to specify a file path,
use / (one forward slash) as the file separator.
You do not have to specify any property values that begin with $. During the
deployment process, the system will default the values for these properties.
Modifications to product-specific properties that pertain to group rolemapping require that you re-deploy. If you modify product-specific
properties that do not pertain to role mapping, run the update-config script
to update the property settings.

Role Mapping Properties
The table that follows describes the capabilities of each Infogix Perceive
role.
Do not modify these properties.
Role Mapping Property

Description

ROLE_SUPERUSER

This role can perform any function within the user
interface, including managing users.

ROLE_ADMINISTRATOR

This role can manage source systems, targets,
extract events, calendars, and scheduled
activities, and can view processing results.

ROLE_REPORT_VIEWER

This role can create and view reports.

ROLE_DIRECTORY_ADMIN

This role can only manage users and groups.

ROLE_SECURITY_ADMIN

This role can manage permissions, security
profiles, and profile groups.

ROLE_SECURITY_MANAGER

This role can assign security profiles.

ROLE_INTERNAL_AUDITOR

This role can generate, save, and print Audit
History Extract reports and files.
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Role Mapping Property

Description

ROLE_DATAENTITY_ADMIN

This role can manage data entities, reference
data, extract events, and calendars, and can
generate DDL and extract data entities.

ROLE_DATAVIEW_ADMIN

This role can manage data views and reports.

Group Role Mapping Properties
If you use the Infogix Assure application to authenticate users against your
LDAP enterprise directory, you must map Infogix Assure roles to your
existing LDAP groups. The table that follows describes the capabilities of
each Infogix Assure role. Map only one group to each role, using the same
name and capitalization found in your directory. You cannot map
individual users to roles in the properties file.

Modifications to any of these properties require re-deployment.
Group Role Mapping Property

Description

ROLE_SUPERUSER_GROUP_
MAPPING

This role can perform any function within the user
interface, including managing users.

ROLE_ADMINISTRATOR_GROUP_
MAPPING

This role can manage source systems, targets,
extract events, calendars, and scheduled
activities, and can view processing results.

ROLE_REPORT_VIEWER_GROUP_
MAPPING

This role can create and view reports.

ROLE_DIRECTORY_ADMIN_GROUP_
MAPPING

This role can only manage users and groups.

ROLE_SECURITY_ADMIN_GROUP_
MAPPING

This role can manage permissions, security
profiles, and profile groups.

ROLE_SECURITY_MANAGER_GROUP
_MAPPING

This role can assign security profiles.

ROLE_INTERNAL_AUDITOR_GROUP_
MAPPING

This role can generate, save, and print Audit
History Extract reports and files.

ROLE_DATAENTITY_ADMIN_GROUP_
MAPPING

This role can manage data entities, reference
data, extract events, and calendars, and can
generate DDL and extract data entities.

ROLE_DATAVIEW_ADMIN_GROUP_
MAPPING

This role can manage data views and reports.
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Shared Directory Properties
Configure the properties below to share data files between the Infogix
Perceive and Infogix Assure applications.
Shared Directory Property

Description

ASSURE_EXPORT_DIR

The system sets the default value for this property
when you deploy.
This property identifies the path to the Infogix
Assure directory from which to export files. The
value for this property and the IVP_IMPORT_DIR
property must point to the same physical location.
The setting uses the following format:
${infogix.install.home}/igx-data/$
{config.name}/IA/exports

IVP_IMPORT_DIR

The system sets the default value for this property
when you deploy.
This property identifies the path to the Infogix
Perceive directory into which to import Infogix
Assure files. The value for this property and the
ASSURE_EXPORT_DIR property must point to
the same physical location.The setting uses the
following format:
${infogix.install.home}/igx-data/$
{config.name}/IA/exports

ASSURE_EXPORT_TIMEOUT
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Specify the time to wait, in minutes, of inactivity
before the system aborts the process when
exporting data from Infogix Assure.
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Retention Properties
The table that follows describes the properties you need to customize if
you want to change the default retention period for processing results
or audit history.
By default, the system retains a record of each auditable system event
for one year after the event occurs. These events include rule updates or
imports, changes to control data, control point execution, changes to
scheduled jobs, and enabling or disabling the Infogix Perceive
scheduler.
Retention Property

Description

PROCESSING_RESULTS_RETENTION
_PERIOD

Specify the results retention period in the
PnYnMnD format. For example, P90D specifies a
value of 90 days. The default is P6M (6 months).

AUDIT_HISTORY_RETPD

By default, the system retains audit history for a
period of one year, specified as P1Y. To specify a
different retention period, specify P for period,
followed by years, months, and days in the format
PnYnMnD. For example, P1Y3M14D retains audit
history for one year, three months, and 14 days.

Client Bulk Loading Properties
Configure a property to enable bulk loading with the database client:

 For Oracle—SQL*Loader
 For SQL Server—BCP (Bulk Copy Program)
Infogix Perceive uses bulk loading to capture and persist large quantities of
data in the Infogix Perceive target database. To use bulk loading, the
appropriate database client (for Oracle or SQL Server) must be installed on
the Infogix Perceive application server machine.
Bulk Loading Property

Description

SQLSERVER_DATABASE_BULKLOAD_
CMDLINE

Specify the location of the bulk loading utility for
the SQL Server database.
Specify the path by using / (one forward slash) as
the directory separator and one forward slash at
the end of the path.
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Bulk Loading Property

Description

ORACLE_DATABASE_BULKLOAD_
CMDLINE

Specify the location of the bulk loading utility for
the Oracle database.
Specify the path by using / (one forward slash) as
the directory separator and one forward slash at
the end of the path.

Upgrade Property
For new installations, skip the upgrade property below. Edit this property
only if you are upgrading from a prior release of Infogix Perceive.
Upgrade Property

Description

UPGRADE_FROM_VERSION

The system sets the value for this property when
you run the migrate-config script.

Application Deployment Property
You can use this property to distinguish multiple instances of Infogix
Perceive, such as test, staging, and production.
Deployment Property

Description

APP_DEPLOY_NAME

Specify a name that will enable users to identify
this installation. The name appears in the title bar
and Help About Us window in the user interface,
and in the footer of reports.
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Report Properties
You can use these properties to enable storage for reports.
Report Property

Description

WRITE_REPORTS_TO_DISK

Specify true to write the output of scheduled
reports to disk and the Report Repository.

REPORT_OUTPUTS_FOLDER

The system sets the default value for this property
when you deploy. The default setting uses the
value from the DATA_TEMP property in the
appserver.properties file. If
WRITE_REPORTS_TO_DISK is true, this folder
stores the reports.
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